
Feeds (TLS TCP 443) HTTP GET 
feeds.services.spinetix.com + rss feed address

or local servers 

NTP (UDP 123) 
�.pool.ntp.org or user defined servers 

Publish (TLS TCP 443) HTTP GET 
media.services.spinetix.com 

RPC (TLS TCP 443) HTTP POST 
arya.services.spinetix.com

AWS Credential provider (TLS TCP 443) HTTP GET 
celrvvl3wm8zg.credentials.iot.eu-central-1.amazonaws.com

MQTT (TLS TCP 8883) 
a1viw0qamw3na0-ats. iot.eu-central-1.amazonaws.com

Enrolment (TLS TCP 443) HTTP POST 
enroll.services.spinetix.com

Support/previews (TLS TCP 443) HTTP PUT, POST, DELETE 
s3.eu-central-1.amazonaws.com
�.s3.eu-central-1.amazonaws.com 

�.s3-accelerate.dualstack.amazonaws.com  

Firmware Update (TCP 80) HTTP GET 
download.spinetix.com 

HDMI

DSOS player

Feeds (TLS TCP 443) HTTP GET 
feeds.services.spinetix.com + rss feed address

or local servers

Chat support (TLS TCP 443) 
HTTP, v2.zopim.com 

WebSocket  
widget-mediator.zopim.com 

Media (TLS TCP 443) HTTP GET 
media.services.spinetix.com

API (TLS TCP 443) HTTP 
arya.services.spinetix.com

UI (TLS TCP 443) HTTP 
arya.spinetix.cloud 

arya-enterprise.spinetix.cloud 

Web Client

- All connections are outgoing and initiated by the DSOS player or web client
- Other services �.services.spinetix.com may be added in the future.
- TLS inspection is possible for all services except MQTT and AWS Credential provider as they use client certificate authentication
- IP filtering is not possible as all names resolve to changing IP addresses due to round robin, GeoDNS and load balancing
- System can work without MQTT (slow sync mode)
- Name �.amazonaws.com, �.iot.eu-central-1.amazonaws.com and ��.credentials.iot.eu-central-1.amazonaws.com 
   may be moved under .services.spinetix.com in the future.

Notes

SERVER AND PORT LIST OF SPINETIX ARYA

Channels (TLS TCP 443) HTTP GET
channels.services.spinetix.com + data provider address

Media upload (TLS TCP 443) HTTP PUT, POST, DELETE 
s3.eu-central-1.amazonaws.com
�.s3.eu-central-1.amazonaws.com  

�.s3-accelerate.dualstack.amazonaws.com

User authentication (TLS TCP 443) 
HTTP GET + POST

cognito-idp.eu-central-1.amazonaws.com
spx-cloud-prod-users.auth.eu-central-1.amazoncognito.com 

Elementi

Channels (TLS TCP 443) HTTP GET
channels.services.spinetix.com + data provider address


